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Abstract of the contribution: This contribution proposes to update the conclusions for KI#4 component #1 related to restriction of onboarding services.
1 Discussion
In the current KI#4 conlcusions related to UE onboarding the ability of a onboarding network to restrict services to onboarding is mentioned.
For the sake of clarity it should be explicitly mentioned what mechansim is used to restrict the services,
Proposal: The conclusions should clarify that onboarding configuration data are needed on both NFs, AMF and SMF.
In the conclusion text, it is stated that in case a PLMN is used for onboarding a different mechanism including the UDM should be used. Furthermore, an Editor's Note related to studiying the need for further subscriber data needed for restriction of services to onboard.
According to our understanding the apprach using an onboarding indicator and the onboarding configuration data present in AMF and SMF are sufficient. There is no need for any onboarding profile in the UDM.
Proposal: Reference to UDM or subscriber data should be removed from the conclusions.
Conclusion: The proposed changes should be implemented in the conclusion part of TR 23.700-07.
2 Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23.700-07 as follows
[bookmark: _Hlk520730635]*** Begin of Change ***
Key Issue #4: UE onboarding and remote provisioning
Editor's note:	These are *INTERIM* conclusions for Key issue #4.
[bookmark: _Toc54940752][bookmark: _Hlk55469206]8.4.1	Conclusions for SNPN case
UE onboarding for SNPN (Component 1 of KI#4)
-	It should be possible to support a registration procedure that enables support for UE onboarding using Default UE credentials and with an O-SNPN as the Onboarding Network (ON).
Editor's note:	In order to support UE onboarding using Default UE credentials and O-SNPN as the Onboarding Network (ON) the distribution of security functions when primary authentication is used should be decided by SA WG3, e.g. whether and how to support the primary authentication based on default credential in case DCS is deployed or not.
-	It should be possible that one SNPN can take the role of both Onboarding Network (ON) and SO (Subscription Owner), and it should be possible that the ON and SO are different SNPNs i.e. O-SNPN and SO-SNPN.
Editor's note:	DCS is potentially introduced to authenticate a UE with default UE credentials or provide means to another entity to do it. There are two potential mechanisms for DCS to authenticate the UE. 1) DCS interacts with O-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is not involved in the authentication procedure. As a result, the SO-SNPN is not directly involved with the authentication procedure but gets informed of its result and then performs remote provisioning. 2) DCS interacts with SO-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is involved in the authentication procedure. As a result, the SO-SNPN is directly involved and aware of the result of authentication procedure and performs remote provisioning. SA WG3 needs to evaluate the two above mechanisms from security perspective and provide feedback.
Editor's note:	The decision on whether primary authentication is required during initial access to the O-SNPN is dependent on SA WG3 feedback; until this feedback is received, it is assumed that such authentication is required.
-	The SNPN, which directly interacts with DCS, may determine the corresponding DCS identity or address/domain based on the input from the UE or when primary authentication is used based on information (e.g. DCS address) locally provisioned at SNPN.
Editor’s note:	SA3 should provide feedback on whether the UEs permanent identifier (SUPI or SUCI) may be used for finding the DCS identity or address/domain that can authenticate the UE, as well their security properties.
[bookmark: _Hlk54107746]-	The DCS can be an entity external to the 5GC of O-SNPN.
-	The NG-RAN of the Onboarding network includes information in the SIB so that the UE can discover and select an appropriate O-SNPN. The UE may or may not be pre-configured with O-SNPN network selection information (e.g. O-SNPN network identifiers).
[bookmark: _Hlk53736958]-	Upon registration to an SNPN for Onboarding, the UE provides the information at RRC level which indicates the registration is for onboarding. This information will be specified only for SNPN and allows NG-RAN to select an appropriate AMF that supports onboarding procedures. 
[bookmark: _Hlk53736977]Editor’s note:	Handling of RAN-level congestion is FFS.
-	Upon registration to an SNPN for Onboarding, the UE provides the information at NAS level that the registration request is for onboarding to allow AMF to, e.g., select an appropriate SMF and perform other onboarding-related configuration.
-	Using PLMN credentials for UE onboarding and PLMN as Onboarding Network (ON) is already possible.
-	Onboarding network should support functionality to restrict usage to only on-boarding service.
-	The onboarding configuration data are locally configured in the AMF (e.g., S-NSSAI, onboarding DNN, SMF for the onboarding DNN) and SMF (e.g., UPF for the onboarding DNN).When Onboarding network is O-SNPN, the information required to restrict the usage to only onboarding service is locally configured in the AMF and SMF., and the AMF and SMF use this local configuration to restricts the usage, when the UE indicates that the registration is for Onboarding (e.g., onboarding registration type) or NG-RAN indicates that the access is for Onboarding.
-	When Onboarding network is a PLMN, the functionality to restrict usage is activated for the UE by AMF based on received operator profile from the UDM.
[bookmark: _Hlk53737523]Editor’s note:	Whether there is a need to extend subscription information to support a restriction to only on-boarding service is FFS.
-	The UE shall initiate de-registration from the on-boarding network after finishing the remote provisioning or the on-boarding network shall initiate the de-registration after successful completion of onboarding or based on timer configured for on-boarding service.
*** End of Change ***
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